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HOW TO DELETE YOUR PERSONAL DATA
ON NAVIGATION, MyT BY TOYOTA APP &
MY TOYOTA CUSTOMER PORTAL

Before selling or disposing of your car
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INTRODUCTION

A range of personal data is registered on your Navigation system, MyT by Toyota App and in
your My Toyota Customer Portal, to help provide you with a seamless customer journey.
When selling or disposing of the vehicle, you must remove your personal data from these
systems following the steps in this document.

Why would | need to follow this process?

e |am auserand | am selling my car. Before that, | would like to delete my
profile (including data such as contact data, call history data) from the head unit.
How? Click here

e |am auser and | want to delete my account (subscriptions will be terminated and car
will be removed). How? Click here

e | wantto unsubscribe from Connected Services but keep my account and the car.
How? Click here

e | am auser and want to remove the car before selling it. | know that when the car will
be removed, my subscriptions will be terminated. How? Click here

Please make sure you desynchronize your account from the car using the app or the
customer portal. The head unit only allows you to delete your profile from it, your account
will always be linked to the car without further action on your part.

Note: This card is not intended as a replacement for your vehicle's owner’s manual; which we recommend you refer to for additional details
and limitations. Toyota accepts no liability for these instructions and/or consequences of any actions taken based on the information provided.
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NAVIGATION

Personal data that may be in your navigation system includes contact data, call history data,
favourites data, image data, all phone settings & message settings.

TOYOTA TOUCH 2

data”.
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Memorise keyboard history
| Delete search history
) Audio '
0 Phone
& Voice Gracenote database uptare

& Vehicle Software information
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3. Select “Yes” when the confirmation screen
appears.

Delete personal data

2. Select "Delete”.
Please pay strict attention when initialising the data.

Delete personal data
All personal data (address book, phone contacts, etc.)

will be deleted. For more details, refer to the Owner's
manual.

4. Confirm that the data deletion is complete
when the progression screen disappears.

Delete personal data

Deleting personal data.

Do not turn the vehicle off.
/11111 W /
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/ / /l ‘ \\\}o not delete
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Note: This card is not intended as a replacement for your vehicle's owner’s manual; which we recommend you refer to for additional details
and limitations. Toyota accepts no liability for these instructions and/or consequences of any actions taken based on the information provided.



TOYOTA SMART CONNECT AYGO X, YARIS & YARIS CROSS (2021/2022)

1. On the Home tab screen menu, go to “Profile”
then select your profile.

% profile » Profile details

Current profile

@,
& 5hnDoe Logout

Email
Identificatio¥ Pice

Parking Payment

johndoe@email.com

Fuelling Payment
Connected Services Center

Delete user profile Delete

1. Check that the correct account is selected.If not,
log in to the correct one using your password.

e John Doe
e JohnDoe

Person:
Bluetooth & Devices

General

2. Press Bin icon & confirm your profile and data
deletion.

© Profile » Recentprofiles

Add profile
Jane Doe Log out
> John Doe Switch
o Lorema Ipsuma Switch
> Ipsum Lorem Switch

o Lorema Doe Switch

2. If you are sure you want to proceed with the
removal, press settings again, then “personal info”,
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3. Scroll down and press “Reset settings”.
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Bluetooth & Devices Reset settings
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4. When the below screen appears, press “Reset”.
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Continued over...




5. If you go back to navigation, you will see that all
data was successfully deleted.

6. Press the navigation button on the left and then
search using the magnifying glass.

< Q Where to? (PO, Street, Town etc.)
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7. The screen shows the data that will be erased
if you proceed with the removal, including
favourites, your recent trips & regular trips.

h < Q Where to? (POI, Street, Town etc.)
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8. If you are sure you want to proceed with the
removal, press Settings again, then “Personal

B "
info”.
< @ Settings e
Current driver
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9. Scroll down and press “Reset settings”.
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10. When the below screen appears, press “Reset”.
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You will be resetting al settings
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factory settings.
s
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11. If you go back to navigation, you will see that
all data was successfully deleted.

2 < Q Where to? (PO, Street, Town etc.)
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Note: This card is not intended as a replacement for your vehicle’s owner’s manual; which we recommend you refer to for additional details
and limitations. Toyota accepts no liability for these instructions and/or consequences of any actions taken based on the information provided.




MyT BY TOYOTA APP

%77' ‘ App

When selling your car, it is your responsibility to remove it from your MyT by Toyota account,
as specified in the Connected Services Terms of Use.

Note: The deleted data cannot be retrieved afterwards and you will see only new data
if you reactivate.

DEACTIVATING CONNECTED SERVICES:

1. Click on your profile.

m129 = ®

RAVA () @

85% 8054,8 km
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Where to?

@ Connected services Center

o

Find My Car 28/03|11:59

Car location

£\ 19 Weiveldlaan. Zaventem, Flemish @

4. Select “See details”.

2. Select "Settings”.

3. Select “Read my

M13 4 < 5

Account

John Doe

COMPLETION STATUS: 86% @

% Personal Details >
o Addresses >
E] FAQ - COVID-19 >
@ Settings >
B PaymentMana >
8 = Q (= &

connected services terms”.

Y,

5. Click on “Reject”.

111394 T @

< Settings

Security

Face D
Off

Change password >
PIN

Off

Connect your car

Account
You can view the Terms of Use and Privacy Policy

for My Toyota at any time. If we make any changes,
we'll update them here and notify you

See details >
Connected services
Find the terms of your vehicle(s) connected

services that you agreed to

Read my connected services terms >

U/

6. Click on “Reject”.

1149 = )
< Connected services

Connected Services

See details >

Smart Services

See details >

1149 = )
< Connected Services
TERMS OF USE OF
THE TOYOTA CONNECTED SERVICE

SECTION 1: THE SERVICES
1. KEY DEFINITIONS AND

Show more

Terms of Use - MNO

“The Terms of Use, the Usage Policy and the
Privacy Policy ("Terms") will apply between
the End User and Orange. Toyota will ensure
that its customers will accept these Terms prior
to the activation of the Service. To that end,

Show more
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Reject

Are you sure you want to reject the Terms of Use?
If so, you won't be able to benefit from connected

services.




REMOVING A CAR:

1. On the car section swipe
the screen to find “Car

settings” entry.
9:41 ol T -
My Toyota C-HR @

85% 1.245 km

% &

® Connected Services Center

o

Current location

Rua das Janelas Verdes 09:32
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4. Scroll down to “Remove

vehicle”.
Tap on “Remove vehicle”.

9:41 il T -

<« Remove car

the Terms ot Use tor the Connected
Services will be automatically reset as
having been rejected by you.

Please note that if you have a usage based
insurance contract with respect to this
connected vehicle or if this connected
vehicle is covered by a fleet (services)
contract, the connected telemetry data
will still continue to be sent from the
vehicle to the insurance company or the
fleet owner or operator, as the case may
be, until the expiry date of that contract

In order to be able to use the Connected
Services with respect to this connected
vehicle again later on, you will have to visit
an Authorised Retailer for a re-verification
that you are this vehicle’s lawful owner or
user.

Are you sure you want to continue?

2. Tap on “Car settings”.

My Toyota C-HR )

85% 1.245 km

Car settings
Login on multimedia device

o

Current location

Rua das Janelas Verdes 09:32
O 1249-017 Lisboa

YOUR CAR
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3. Scroll down to “Remove
vehicle”.
Tap on “Remove vehicle”

5. The system asks you to
confirm the removal of
your car and data..

Tap again on “Remove
vehicle”

9:41 ol T -

<« Car settings

Registration number: BE93601u008763
Location & Services
2 Deactivate connected services

Multimedia device

Register your device to receive the latest
features and updates

Multimedia device ID
abcdefjhijklmen123445

Register a multimedia device

Remove vehicle

@ Remove vehicle

— U

6. Your car is removed
and your subscriptions to
services are terminated.

9:41 ol T -

9:41 ol T -

Remove vehicle

Your vehicle has been successfully
removed

Continue using the app




DELETING AN ACCOUNT:

1. Click on your profile. 2. Select “Settings”. 3. Scroll down to
“Delete your account”.

Mm129

9)
&

1M:13 9

D)
&1

Mm13 4 = ®)

RAV4 ()

B)

Account < Settings
Security
Face ID

Off

Change password >

PIN

John Doe o

85% 8054,8 km COMPLETION STATUS: 86% @

8

Connect your car

Account

Where to? You can view the Terms of Use and Privacy Policy

for My Toyotalat'any time. If we makéany changes,
we'll update them here and notify you

Personal Details >

® Connected Services Center
Addresses >

o See details >

FAQ - COVID-19 >

Connected services
Find My Car 28/03 | 11:59 Settings >
Find the terms of your ve) s) connected
Car location

£ 19 Weiveldlaan, Zaventem, Flemish IH

services that you agreed to
Payment nt >

Read my connected services terms >

DB & W <o X
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Do

4. Click on "Delete 5. Click on “Delete your

account” account”,
11:399 < ) 11:359
< Settings
You can view the Terms of Use and Privacy Policy
for My Toyota at any time. If we make any changes, De lete yOU raccount.

we'll update them here and notify you
By deleting your account, you'll no longer be able

to access any account or car information (for cars
See details > linked to the account).

Connected services

Find the terms of your vehicle(s) connected
services that you agreed to

Read my connected services terms >

Account

Change your account email
Your email is also your email ID

john.smith@gmail.com

Change email >

Delete your account.

W Delete account >

Version 4.13.0 (503)

Note: This card is not intended as a replacement for your vehicle's owner’s manual; which we recommend you refer to for additional details
and limitations. Toyota accepts no liability for these instructions and/or consequences of any actions taken based on the information provided.
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MY TOYOTA CUSTOMER PORTAL

When selling your car, it is your responsibility to remove it from your MyT by Toyota account,
as specified in the Connected Services Terms of Use.

Don't cancel your account, as any future Toyota cars you may own can be added to the
account.

Note: The deleted data cannot be retrieved afterwards and you will see only new data
if you reactivate.

—_

. Sign in to your account. 2. Select "Owned” tab.

® ® % &

Welcome to Toyota
What brings you here today?

’

3. Click “Enlarge” icon B8] in your car to be deleted. 4. Click "menu” icon and select "Remove car”.

® ® &
MY VEHICLES

TEST3 .

5. Confirm the completion of data deletion for
your car.

@ % q
MY VEHICLES

For further information & details, please consult the privacy notice & terms of use on the
Toyota website or within the Toyota MyT app.

Note: This card is not intended as a replacement for your vehicle’s owner’s manual; which we recommend you refer to for additional details
and limitations. Toyota accepts no liability for these instructions and/or consequences of any actions taken based on the information provided.
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